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            Product Description
            
                    
        Includes instructor print and digital courseware, and exam voucher or credential for CyberSec First Responder (CFR-410).





The CFR-410 certification is Department of Defense Directive 8140 approved for use!





This course covers network defense and incident response methods, tactics, and procedures that are in alignment with industry frameworks such as NIST 800-61r2 (Computer Security Incident Handling Guide), US-CERT's National Cyber Incident Response Plan (NCIRP), and Presidential Policy Directive (PPD)-41 on Cyber Incident Coordination. It is ideal for candidates who have been tasked with the responsibility of monitoring and detecting security incidents in information systems and networks, and for executing standardized responses to such incidents. The course introduces tools, tactics, and procedures to manage cybersecurity risks, defend cybersecurity assets, identify various types of common threats, evaluate the organization's security, collect and analyze cybersecurity intelligence, and remediate and report incidents as they occur. This course provides a comprehensive methodology for individuals responsible for defending the cybersecurity of their organization.





More...







The CyberSec First Responder® (CFR) exam is designed for individuals with between 2 and 5 years of experience working in a computing environment as part of a CERT, CSIRT, SOC, Command and control (C2) systems, or as an IT professional on the front line of cybersecurity at their organizations, who desire or are required to protect critical information systems before, during, and after an incident which may be a cybersecurity attack.





Click here to view the exam blueprint
    

            

                    
            Additional Information
            
                
    	SKU	CNX0013IBU2
	Weight	2.8740
	Coming Soon	No
	Days of Training	5.0
	Audience	Instructor
	Product Family	CertNexus
	Product Type	Print and Digital Bundle
	Electronic	Yes
	ISBN	No
	Language	English
	Page Count	542
	Curriculum Library	CFR
	Year	No
	Manufacturer's Product Code	No


    


            

                    
            Revision Information
            
                    	Current Revision	1.0
	Revision Notes	No Revision Information Available
	Original Publication Date	2021-09-20 00:00:00
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U.S. and Canada: +1.800.456.4677

Fax: +1.585.350.7005
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